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1. SEZENER

BRTEE £ IhEEZL ZE ( Functional Safety ) E1E @ %% ( Cybersecurity )



PAN

RELZZER Cybersecurityf2 Functional Safety®

Functional Safety IIEEZ 2

2 “EZE%?FBF?% MR - BiEME
 BEYRIEEONGES

Cybersecurity EEZZ/EMIIRE

Bl ZEHEZRFARUE - 2SR
%28 B ZEEONEE

DH

: v BElZ2ENHEEEEEEE  RABELXRNEEHEESNBEEI
Cybersecurity BEgm oy p o

Systems v EBENRRERT - TEERE, OF TRENE, —BBRTE
ZEMEZERFK - By CEO of Jaguar Land Rover, Sir Ralf D Speth

Functional safety is the part of the overall safety of a system or piece of equipment that Cybersecurity is the practice of protecting systems, networks, and
depends on automatic protection operating correctly in response to its inputs or failure in a programs from digital attacks.
predictable manner (fail-safe).
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https://en.wikipedia.org/wiki/Safety
https://en.wikipedia.org/wiki/System
https://en.wikipedia.org/wiki/Failure
https://en.wikipedia.org/wiki/Fail-safe

Cybersecurity vs. Functional Safety LEE

ISO/SAE 21434 (prev. J3061) System 15026262
Cybersecurity

Atl-‘-l

Cybersecurity BEBZZE/HNI1RF Functional Safety JHBEZZE

Engineerin
g 8 Hazard Analysis and Risk

Threat Analysis and Risk
Assessment (HARA)

ALY process Elements

v ERZTEMETM

TARA - 2% "SMEBRELEE , MMAGEE - &1H TRIE
FT %5 5 AO Th BE L %Y El A Safety ~ Privacy - Finance -
Operation V& E& = fY /& B T4 -

v NEEZ = EEFRE -
HARA - Z2ERTAERNRGE - $t¥ "E5 . A
SRR NBERRUETTZ = HRS -

HARA focuses on identifying and categorizing of malfunctions in the item which can lead

to a hazard, whereas TARA focuses on threats to a feature
g hEEZEE
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EInNBREENhFAZIREHAE
u fElAREE - Keyless ~ 1TEIApp XOBD-2BFE2HNWEME - AR15EE4I80% -

Top Attack Vectors used between
2010-2019

3.95 3.25

414"/
Amo

\_
5.33

533 8

5.03

7.69

12.72

key less W Server M Mobile App W OBD-I

M Infotainment M Sensors Wi-Fi ECU

Bluetooth Cellular Network OBD Dongles In-Vehicle Network

Ref: Upstream Security and Global Automotive. UPSTREAM SECURITY’s Global Automotive Cybersecurity Report. Technical report, 2020
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benefit years to mainstream adoption
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Hype Cycle for Automotive Technologies, 2020

GaN-on-Silicon Transistors
Autonomous Driving Level 5

Hydrogen Fuel Cells

Low Earth Orbit Satellite Systems N ~
O SiC Transistors
Wireless Electric Vehicle Charging K

Al-Optmized Battery Management
Solid-State Lithium-lon Batteries

High-Brightness
Copper Foam Batteries &

Solia-State Headlamps W
\

Silicon-Dominant Anode Batteries Head-Up Displays

7]
5 Aluminum-Air Batteries i i
X i =] O Mirrorless Cars Adaptive Driving Beam
moderate Wireless Electric Vehicle =
Charging £
g CMOS Millimeter Wavelength Radars
s" In-Vehicle Wireless Connectivity
o Digital Instrument Cluster
Lithium-Air Batteries & %3 \‘ Autonomous Driving Level 3
\— Sensor Fusion
SIOT i y Solid-State MEMS — Mechanical Scanning Lidar
a0 Transistors & i i
Scanning Lidar Over-the-Air Software Updates
Electric Vehicle Charging Infrastructure Auvgmented Reality
Vehicle-to-Vehicle Communications \'— Nanomaterial Supercapacitors
‘— Driver Monitoring Systems As of July 2020
low Innovation SeRi ot Trough of Slope of Flateau of
Inflated -
Trigger : i = Disillusionment Enlightenment Productivity
Expectations
time
Plateau will be reached:
A ofJuly 2020 O less than 2 years @ 2to 5 years @ 5 to 10 years A more than 10 years @ obsolete before plateat

Ref: Gartner Hype Cycle for Automotive Technologies, 2020

Wesazan
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& Local Attacks Q_$ Remote Attacks

Tampering the odometer Vehicle theft by relay attack
< / : Remote hack of an
g . 6 copy unaltered car
_ \) _ . . \ V -
D) =
1[s]z[1 ]2 G =
=

Engine tuning Ransom for a drive -

e

5 Gho

—_— Wanna drive?

Ref:. 2019 NXP Tech Day- Automotive Cybersecurity:It’s More Than Just Cryptography| 2019-11-21
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& Local Attacks Q_$ Remote Attacks

ECU(IC) Local interfaces Remote interfaces

o | Identify vulnerability G Exploit vulnerability Major Concerns!
hEELZEE
R R O R R R R RBRRRSRyyaaa (@@ (S(S@S(@(@@@@w@ww>wwaw>=rpiey

Ref:. 2019 NXP Tech Day- Automotive Cybersecurity:It’s More Than Just Cryptography| 2019-11-21
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INgEZ & (Functional Safety)EiE @ % & (Cybersecurity) B B FR1E £

m EHEfEmEmBHRZEREE X HERZZEBRNRELETHEG  IEREZERT S  22BE
5] & ~ TIeERREERETEDHIEH DU KA R o] S M TIEH
m HWRINEEOSEMEOBEME - ERLEEREFEINGEL TR IR

Functional Safety
(ISO 26262, IEC 61508, ISO/PAS 21448)
» Hazard and risk analysis

» Functions and risk mitigation
» Safety engineering

ISO 26262:2018 does not address security but requires trade-offs without impact on Functional safety.

chersecu rity Management Of C&bersecurity
Concept Phase — ) ;
(ISO 21434, J3061, ISO 27001, ISO 15408) compred ror 0
» Threat analysis and risk assessment "*:"”m.
» Abuse, misuse, confuse cases v
» Security engineering S
Security and Safety are inter-related and demand holistic systems engineering | Supporting Processes

Ref: 2019. Vector Consulting Services GmbH All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2019-10-23
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ISO 21434587 5:15

1. Scope
2. Normative references
3. Terms and abbreviations
4. General considerations
5. Overall cybersecurity management
54.1 5.4.2 543 5.4.4 5.4.5 54.6 547 5.4.8
Cybersecurity Cybersecurity Cybersecurity Organizational Information Management Tool Information
governance culture risk cybersecurity sharing systems management security
management audit management
6. Project dependent cybersecurity management
6.4.1 6.4.2 6.4.3 6.4.4 6.4.5 6.4.6 6.4.7 6.4.8 6.4.9
Cybersecurity | |Cybersecurity| | Tailoring of Reuse Component Off-the-shelf | |Cybersecurity| |Cybersecurity Release for
responsibili- planning the cyber- out of context component case assessment post-
ties & their security development
assignment activities
7. Continuous cybersecurity activities
=+ 4= =43 2 FA =
SIBEE LR - SHFEME - 73 74 75 76
=t Cybersecurity Cybersecurity Vulnerability Vulnerability
;'jE_IJ ,mllj n *ﬁ = =] EE monitoring event analysis management
assessment
8. Risk assessment methods
8.3 8.4 8.5 8.6 8.7 8.8 8.9
D 2 N
E‘, B}E Ezlz 1E 7\:,_ ;£ ~ Asset Threat Impact Attack Attack Risk Risk
identification scenario rating path analysis feasibility determination treatment
identification rating decision

hEELZEHRE
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1ISO 21434 EEhTERS

HZHE

Concept phase

Product development phases

Post-development phases

9. Concept phase

9.3
Item definition

9.4
Cybersecurity goals

9.5
Cybersecurity concept

10. Product development

Refinement of cybersecurity
requirements and architectural design

10.4.1

Integration and verification

10.4.2

Specific requirements for
software development

10.4.3

11. Cybersecurity
validation

12. Production

13. Operations and maintenance

13.3 13.4
Cyber- Updates
security
incident
response

14. Decommissioning

15. Distributed cybersecurity activities

15.4.1 15.4.2
Demonstration Request for
and evaluation of quotation
supplier capability

15.4.3

Alignment of
responsibilities

Annexes A-] (informative)
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Threat Analysis and Risk Assessment (TARA)

1. Threat Assessment 2. Risk Assessment

s AT AR AW 0 L

(B

©

Safety Operation Finance Privacy

’5
7.1

B Z

WER T TH ki

I ?‘_II 225

High Medi

e e R i B R B A E S A I i caum
edium j-jﬁm—jlﬁz%o Medium Medium | Medium

e EEEBEEARNED L Mediu |
Low 1EI-J ZBREMERE - USBHE oW . edium

B -

ENANSERRRE S ERE Uey Zov
verylow | sy -
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V-model Em 3 TIFRE

[ VEHFEB]

« BERFKRI/IERETH 2 RIBERE tirements e Vehicle integration

[ V E¥§B ] System-requirement

analysis
- BELRBKNR/MERTTHZEEBES -
Al 55 T 52 55

Acceptance of
requirement fulfillment

System-qualification test

System architecture iz

and integration

gration
testing

System integration and

System-architectural design integration test

Software-requirements analysis Unit and Software-qualification test
[ V J:Elﬁﬁlz ] component
= | development

Software integration
and integration test

° %E%%ﬁ}%‘%& ( OEMS ) Software-architecture design

Detailed software design and

[ V -F¥:|:|T'B ] unit construction

Software-unit verification

u EE Eg — 14: }?z.' & S | 1 Source: Automotive software performance improvement and capability dEtermination (ASPICE) framework; McKinsey analysis
- BR/MBERETLEEAR ( Suppliers)
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UN - AEBERIEEABERECSMSERRERA

. BEEEERSSER S EARRERERS ggl'\iggjél 5(1:4632‘2 Zﬂ;ﬂz .
EEREEE &AM ( CSMS, Cyber Security = -
Management System ) Zi3& i

. BASEREUEHCSMSIHEBISIREIE - &

FAaHEACSERRE  £ERBREEEE T —

organization and countermeasures
Et gL awareness
BE Ex Personnel G
CSMS scope management and

security

implementation

Physical and System

United Nations ECE trans/wr20202070 21visien org::fr;y” environmental development and
security maintenance
Economic and Social Council i Genera
23 June 2020 Staff training and Informiation and
security . document
Original: English awareness management

Access control:
Account
administration

Business
confinuity plan

Incident planning
and response

Security policies Access control:
and procedures Authentication

Economic Commission for Europe
Inland Transport Committee Access control:
Authorization
World Forum for Harmonization of Vehicle Regulations

Proposal for a new UN Regulation on uniform provisions
concerning the approval of vehicles with regards to cyber
security and cyber security management system Monitoring and improving the CSMS

Submitted by the Working Party on Automated/autonomous and
Fops . maintain the CSMS
Connected Vehicles

\!dﬂiéﬁlﬁ}f
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1. BZKETE

2. SRR EEE

|| 3. BERTE

HEREZFF
IEC 62443-2%

%5

A

IEC 62443 4%5|

ffﬁTIACS_H*%ﬁ%E
Z %ﬁﬂ’\]*ﬁﬁ‘ﬁﬁ%)

HYERLBEERR
2 ERBRRRRAN
ZEHK

55y #AIEEE RS (1AC)

AR At (RA)

/| ImRs |
| Security Levels |

BNy 1HEIE (TRE)

PRAZEH] A (RDF)

EHREE (00

55 PR (A PR) 12461 (UC)

Impact Category

stasRtE e | | ™

o == = on

- RESESE

[SSRAE A & 1R A ]
ERRBRABTASHSE .
uﬂ,ﬁ«ﬁ%%ﬁkﬁlﬁﬁﬂﬁ 21 8)(40: STRIDE)

HRlZ RS/ B

[ BB R TEE ]
- BEBAZTEBEETR IR .
AR SR

FEMEE—

| Low-mpact |
Cuts, bruises requiring
first aid

BEHE -

[
Requires hospitalization

[ISAQO B K]
HENREHIT 25 EACIAESTE T
B. I?I%#E%HEZ%E%%EHSEE
r—,‘f_:luﬂ

«  DIEhk ETLHJL%%%E’JF}—‘E%EB%

SRS R EERE BN REEN] -

BT

| High-Impact |
Loss of lfe or imb

BHENEAR

HUELRECREEEARSH

E—i)if;:.'ri BRI HEBREREN

Financial Loss. $1,000 $100,000 Milions .
Environmental Release | Temporary damage Lasting damage Permanent damage, off-
site damage
Interruption of Minutes. Days
Production
Public Image Temporary damage Lasting damage Permanent damage:

Veeks =5% .

IEC 62443 %

R IIRERINNME

ISA-TR62443-1-2

ISA-62443-1-1

Master glossary of

Ceneepts and models terms and abbreviations

ISA-TR62443-1-4

ISA-62443-1-3

IACS security life-cycle
and usecases

Systern security
confermance metrics

Requirements for an

Implameantation guidance
for an IACS security
management system

IACS security
management system

Policies &
Procedures

ISA-TRE2443-2-3

Patch managemant in
the IACS environment

Requirements for IACS
solution suppliers

E

3 Systern sacurit
% Security technologies Security risk assessment ragiramanta and
s 1 -

= for 1IACS and system design security levels
2 Product development Technical securiy

g e requiremsnts for IACS

= < components

I ¢ RS
IRRNREEERHERTRICHESA SR
RRBICRBYA S EH B

AN V1L

IEC 62443 3-3
BlitAcik

System Security Requirement:
Implementation record:

‘ﬁl!iiiﬁ

W' CHT Security

IOQEIZEISE

aEss

4+ IEC624433-3SL1 AR K REL R LW LM

gkt L EREEN

O EEW R [EC 6244333 A HRESE LR AEAR —

FR1 $ 909 fomig AR AR B 2013 -8 2 TEC 0244333 BBHR L - j“;g}::“ LRRT PR
Septamber 050 Verrionl 2 5519 0 LA A 205 L RAEE -
b L3 LlgR (Fundamental Requirement, FR) £ 5 54 R0 5381 EREEA AL TR -
SRLl [ZBARARARR|FRASWIARSE  IEANLER GFR 2R E R ARRHR R RLABABRATR 2 F AR - SR04 pwmaat muaus fnetsssned
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EREERAARALLS
H 0 BFEFAARTRVES -
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PPCEZHETEREBAGK SR USB
Hard key M4 E W86 £ T R47 -

SR12 [emaspssen
A -

PLC M IP R PLC Unit ID 8 + S840k
Register #8254 543 Modous Command

ST PSR Y

P 3 web console %8 4 £~

SR13 [r@sk&pzar
BAREIRR -

ARELMEFERY - XER
AMBE B ERD LT T
WA - REHWIER S USB Hard key (4
AHGRIHE) ATHGRTUERE
KRERS © 5 Hod key £ 4 LARKE
BEERY  EFEFEAR o -

AR TR S AR RGBS KR

BRI sk RARAGRAERSR M ARAA |
s, - A RAT e - et 5. |
. [R LIS R daRmmnnhn A RARREE
[fremexes e @] s - .
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FuEoht L EREEA
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£233 0y B ) ARV - EMAR T RARZY | BT
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FTET TN FY P
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EAREERASNEAARRO SRR Al D

L AR R - (L T)

SErTTIIYTTE

SRI4 [ ZuARAFLLS

MITRENA L PPC BREAFHE -

- |mensANEmFRaY -

SR1S (wesStHioN
»IEARARAE
n % & 3
(Authenticator + 4+ &

WRES KNGS PPC BEAMRHA -
NE+ RERBEALEENS 0ok
HRAASL RBELFK  RERLH
R ARF R Nk H(SOP) - MMM~k W -
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26— : Jeep Cherokee Attack

€ ez wiFiEgyE € =xmmaEzamyseso
v WiFi BEBHEEAVING A B FELENAE - @4
REES AR RERNEE R
v WERZEELSESE s [RENFEEAEKECURERES - BT
BB BRNREWIFIZHEA S By  EEREIEAAEBCAN

A BUSHECUS IR S5
B 4 . % H
B (—): TR | % 7 D-BUS 12 = 55 8 51 TOMAP -

DNANEN

Markets Tech Media Success Video

v Sprint ATHR B R RREAAE
BN EETIERE - | _ - .
v %?%EE\%EiSprint Airave 2.Chrys|er is recalling 1.4 million vehicles that can be remotely ﬁ;}[ﬁl%ﬂ%}ﬁ,
(FemtoceII) *Uﬁﬁgfﬁfﬁ,ﬂiha(:ked over the Internet. gk QR .
- N C II\IEJED EEEF‘ ?Xﬁ;I%JEWﬁEI\JCAN Fl:HI/I::\

%&%(U COﬂﬂGCt)Eﬁ?ﬁ'E’JEA flaw in several Chrysler models lets hackers remotely control them, posing an unprecedented g(l D 04f0)

danger for American drivers. Hackers can cut the brakes, shut down the engine, drive it off the  =— —_ == ar | N
*ﬂ/— P t S = ]:ﬁD Eroad, or make all the electronics go haywire. :ﬂE 'fﬂj‘l}%ﬂ(byte)ﬁ;zﬁ%{%%*ﬁ . ﬂ%
fyrort scanss jh speed bus ; 393Medium speed bus

AN 37 = i i — = ‘ p 8
A Fﬁﬁ E’\J 35 n:H, iE After the vulnerability was uncovered on Tuesday, Chrysler offered a software upgrade that it -LﬂEI ﬁiTD%H(byte)/:rE%i;i} IE.I : ﬂ Z%Eﬁ;i} Eﬂ’i)}% ’

recommended customers install "at their earliest convenience." ﬁEEﬁ"'ﬂ E'J:E
4 A3 > z S
Kﬁﬁ%ﬁﬁﬁﬂﬂ{gﬁjﬁlé&? . ) 7 = alvIlu
e A a2 Chrysler on Thursday upgraded its network, saying the update would prevent the remote

v
v Eﬁﬁ%iiA%%%E hackin [ i [ i i

== = g from taking place. It said that its update required no action on the part of customers 2 . Lt .
v : sl 3% LUA script&afl :

EY 15 Root # PR (Acquizandgeaters.
Root Privilege)

write(0xf0, 0x02, 91, 0x07, 0x00, 0x00, 0xCO, Ox13,
0x01,|0x00, 0x00, 0x00, 0x00, 0x00, 0x00)
Turn signal

ref : Remote Exploitation of an Unaltered Passenger Vehicle, Dr. Charlie Miller and Chris Valasek, 2015 .
g th 2T ZEHE
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226 BRI RRI 2= B

1. RS8R o LIFRRREE LR

2. BIREAERRS  BECHRE - ol HER ; RIIARERRERE - LEREFAppEIGEE
SR (root) - AILISE 2 EE ~ EHERAEE

3. BimFa (b)) HEBEKERE oIl EREFMEUES - EEEWMITH
4. BEtmhb - FERR BAENEFEHESERN - FRERE - 2R - BEFEHARLEEE
5. EMARREEMREZE - #AACANBus/TH (M@ ) - BEGBEZEKETEER

£
B Network Utility

Set Get | media.wfd.video-format

acct

cache
config
custom
d

https://www.chtsecurity.com/

data

default prop
deyv
emmc@android
emmc@cache

INB1TZEEApp

Source: CHT Security Red Team, Apr. 2020
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In-Vehicle Network Attacks

B HEDREEXEERAAXENECUTEER - EcERZSADASTKEERWEIAA - EERZERTE
B AR BEEEREERRR)  EMBRERE - Bflss - UKEEHENTH
m FRIFEEREMRIR KBRS | MNEFRE - AREBEMRSZ - BHKiEEERE

/ k3 454
g g ) EREEEZR
E;}E 1?;% » Gateway OBD-II
@ BQ Direct- Interfaces\ rEngine and Bod{.r\ ;":'ef"";?i“ . /
Enso OBD-Hi ECUs :I::I'/—_l = By 2nc noainmen
r A A I\. I T

o A = Domain
internal and External Interfaces | E’ *H Sy Body Domain Chassis Domain Power train

-Direct and Remote attacks ~+~
SN Bluetooth SB/CD/Audio O (" Braking -
D3 Wi-Fi Jack Dashbord | | System Engine Temp ||
Mobile ECU e ECU
\

- ) App
—@ ntegratio
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Connected Vehicle Attacks
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Self-Driving Vehicle Attacks
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